Information Security Management
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What is Information Security
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Why is Protection Necessary?




Know The Enemy

It is said that if you know both th
enemy and yourself, you will fight
hundred battles without danger of
defeat; if you are ignorant of the enemy
but only know yourself, your chances of
winning and losing are equal; if you
know neither the enemy nor yourself,
you will certainly be defeated in every
battle.

s SUN TZU ON THE ART OF WAR —

%1 THE OLDEST MILITARY TREATISE IN THE
/ WORLD
Chinese general, circa 500 B.C.

Examiner Note




Effective Security Programs
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Dangerous Misconception




The Reality

The Reality

Symantec Global Internet Security Threat Report

2007 2007
Rank Rank Perl:entage Percentage Range of Prices
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1 Credit card Information $0.06-%30

2 Bank account credentials 19% 17% $10-$1000

] Emall accounts 5% 4% $0.10-%100

3 Emall addresses 5% 6% $0.33/MB-$100/MB

12 Proxles 4% 3% $0.16-820

4 Full identitles 4% 6% $0.70-%60

[ Mallers 3% 5% $2-%40

5 Cash out services 3% 5% 8%-50% or flat rate of
$200-$2000 per Item

17 Shell scripts 3% 2% $2-320

8 Scams 3% 5% $3-340/week for hosting,

$2-%20 design

Table 1. Goods and services available for sale on underground economy servers
Saurce: Symantec




Key IS Obijectives
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The Security Process
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Governance: What to Look For
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IS Strategy
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New IS Strategies: Blacklisting vs. Whitelisting
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Reality
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The Threat Environment
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The Threat Environment
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The Threat Environment

. Timeline of Bank Fraud Activity

bl
4 Offer online bill payment  increase email - Offor self-enrall and  Mobile banking and
25 and transfe rnarketing to customers reset over Internet  alternate distnbitions
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Use social engineering Begin to “phish™ to  Spoof these sités to  Wireless hacking VolP
to gt account data ot information gain D and pass codes  and caller 1D spoofs

Criminal T
Activity
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Common Root Causes




Types of Hackers

- Once less than 5% of attacker population
- Highly skilled technologically
- Can reverse engineer systems and develop unique code

- Technically competent, but usually unable to write unique

code
- knows hackertools and can write scripts using exploit codes

CasualHackers

ScriptKiddies -Basictechnical skills
-Motivated by curiosity/status
-Can navigate internet and download scripts and hacker

tools

Attacker Resources
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Attacker Methodology

IS Controls
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Implementing IS Controls
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Layered Security

AN

where it all begins




Layered Security
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The Reality

5%
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2007

2008
- Chent-side vulnerabilities
- Server-side vulnerabilities
Figure 14. Attacked ies by r, client versus server

Source: Symantec




Security Monitoring

Monitoring Tools
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Monitoring Tools
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The Reality

Vulnerability Assessment vs. Penetration Test
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