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FIRST DAY INFORMATION TECHNOLOGY REQUEST 
FOR THE REVIEW PERIOD EXAMINATION OF

​​​​​​​​​​​​​NAME: _____________________________________
1. List and description of core/mission critical applications.

2. A listing and detailed description of changes and new configurations to the network, including rationale for such changes.

3. IT Budget and Schedule indicating any major project initiatives.

4. Copy of upgrades to Operating Policies and Procedures governing IT related activities in particular:

· Business Continuity Plan and Disaster Recovery  (inclusive of any testing performed)
· Change Management

5. Copies of minutes and management reports submitted within the last seven months to the Board of Directors and/or Board sub-committee designated to oversee IT activities. 

6. Copies of findings from, and requisite management/board responses to, the following tests/assessments performed during year:   

· Internal and external audit reports 

· Vulnerability assessments 

· Penetration tests, and 

· Other independent security tests or e-banking risk reviews.

7. Internal and external audit plan for the year.

8. Descriptions of IT-related training provided to employees including date, attendees, and topics.

9. Strategic plans or feasibility studies related to IT activities.

10. Vendor contracts (to be made available upon request).

11. Samples of IT security reports and more specifically reports reviewed by IT management, senior management, or the Board, including suspicious activity, unauthorized access attempts, outstanding vulnerabilities, fraud or security event reports etc.

12. A statement providing details on the various IT related committees and sub-committees of the Board (if any), their membership/composition, scope of responsibility and reporting obligations to the Board.

13. A statement providing details of any current IT consultancy arrangements and/or service contracts being provided to the bank as well as the terms of reference for such consultancies/contracts.

14. The names of officers of the rank of Assistant Manager and above in the IT Department, together with a brief description of duties. For each, please indicate age and number of years of experience in the financial sector as well as their respective educational and professional qualifications. 

15. The names of officers in the IT Department who have demitted office for any reason. For each, please indicate rank and reason for leaving.

16. A statement of any data or financial losses due to unauthorized access, social engineering, phishing or any other information security breaches in the last financial year.

17. A statement of any attacks experienced and/or threats and vulnerabilities impacting the bank’s network/perimeter, host and applications defences and/or physical security infrastructure in the last financial year.

18. Copies of recent monitoring reports that illustrate trends and experiences with service disruptions, customer complaint volumes, and complaint resolution statistics.
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